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APA ITU VERACRYPT<¢ “

VeraCrypt

» Merupakan perangkat lunak enkripsi disk yang free dan open source
untuk Windows, Mac OSX dan Linux.

» Fitur utama dari VeraCrypt:

Membuat disk terenkripsi virtual di dalam file dan mengaksesnya
sebagai disk ril.

Mengenkripsi keseluruhan partisi atau perangkat penyimpanan seperti
USB flash disk atau hardisk.

Mengenkripsi partisi atau drive dimana Windows terinstalasi (pre-boot
authentication).

Mengenkripsi secara otomatis, real-time (on-the-fly) dan transparent.

Parallelization dan pipelining memungkinkan data untuk dibaca dan
ditulis secepat jika drive tidak dienkripsi.
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Instalasi dan Konfigurasi serta




INSTALASI VERACRYPT

.

» Mengunduh installer dari VeraCrypt untuk Windows melalui
alamat: hitps://www.veracrypt.ir/en/Downloads.html

X VeraCrypt - Free Open source di* X -+

= C & veracrypt.fr/fen/Downloads.html Q % @ &

\C

VeraCrypt

Home Source Code | I

Note to publishers: If you intend to host our files on your server. please instead consider linking to this page. It will help us prevent spreading of obsolete versions. which we believe is
critical when security software is concerned. Thank you.

Supported versions of operating systems

PGP Public Key: https:/www.idrix.fr/VeraCrypt/VeraCrypt PGP_public_key.asc (ID=0x680D16DE, Fingerprint=5069A233D55A0EEB174A5FC3821ACD02680D16DE)

Latest Stable Release - 1.24-Hotfix1 (Sunday October 27, 2019)

y
. m Windows:
o Installer: VeraCrypt Setup 1.24-Hotfix1.exe (34.2 MB) (PGP Signature)
o Portable version: VeraCrypt Portable 1.24-Hotfix1.exe (34 MB) (PGP Signature)
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INSTALASI VERACRYPT

» Klik dua kali pada file installer “VeraCrypt Setup 1.24-

H 1 o o .
Hoffix1.exe" untuk memulai instalasi.

‘ I lf] 7 | Application Tools  Downloads s O %
Home Share View Manage 0
&« v N w‘ > ThisPC » Downloads v O Search Downloads P

A Name Date modified Type Size

3 Quick access
') ChromeSetu 14/12/2019 12:37 Application 1.366 KB
Moekop #)| 2°€ g iz e | |
&% Firefox Setup 55.0.2 22/08/2017 17:56 Application 33.363 KB

*
!’ Dadmioacs (@ FoxitReaderd7 Setup_Prom_IS 12/12/201911:15  Application 24,423 KB
=| Documents ¢ i3 putty-0.70-installer 22/08/2017 17:56 Windows Installer ... 2.874 KB
&=] Pictures * W Trtpd6d-4.60-setup 22/08/2017 15:51 Application 592 KB
Data 's) Thunderbird Setup 52.8.0 23/06/2018 22:30 Application 39.556 KB
D Music o |5 VeraCrypt Setup 1.24-Hotfix] 07/12/20191222  Application 35.075 KB
7items  1item selected 34,2 MB H=2| &=
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INSTALASI VERACRYPT o

» Tampil kotak dialog User Account Control yang menampilkan
pertanyaan “Do you want to allow this app to make changes
to your device?’. [ Geacoumtconn X

Do you want to allow this app to make
changes to your device?

W
- VeraCrypt Setup

Verified publisher: IDRIX SARL
File origin: Hard drive on this computer

Show more details

Yes II No

» K|k Yes untuk mengijinkan perubahan.
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INSTALASI VERACRYPT ‘

» Tampil kotak dialog VeraCrypt Setup Wizard yang
menampilkan pilihan bahasa yang digunakan selama
instalasi.

VeraCrypt Setup Wizard X

W Select the language to use during the
" installation:

' English v

» Secara default terpilin English. Klik OK.

www.iputuhariyadi.net



INSTALASI VERACRYPT

» Tampil kotak dialog VeraCrypt License.

= VeraCrypt Setup 1.24-Hotfix1 - X
Please read the license terms L
You must accept these license terms before you can use, extract, or install VeraCrypt. ‘/

IMPORTANT: By checking the checkbox below, you accept these license terms and signify that you
understand and agree to them. Please dick the 'arrow down' icon to see the rest of the license.

VeraCrypt License A

Software distributed under this license is distributed on an "AS IS™ BASIS WITHOUT WARRANTIES OF
ANY KIND. THE AUTHORS AND DISTRIBUTORS OF THE SOFTWARE DISCLAIM ANY LIABILITY.
ANYONE WHO USES, COPIES, MODIFIES, OR (RE)DISTRIBUTES ANY PART OF THE SOFTWARE IS, BY
SUCH ACTION(S), ACCEPTING AND AGREEING TO BE BOUND BY ALL TERMS AND CONDITIONS OF
THIS LICENSE. IF YOU DO NOT ACCEPT THEM, DO NOT USE, COPY, MODIFY, NOR (RE)DISTRIBUTE
THE SOFTWARE, NOR ANY PART(S) THEREOF.

VeraCrypt is multidicensed under Apache License 2.0 and the TrueCrypt License version 3.0, a
verbatim copy of both licenses can be found below.

lI accept the license terms]

Help < Back Next > Cancel

» Pilih | accept the license terms untuk menyetujui lisensi dan klik
Next >.
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INSTALASI VERACRYPT ‘

» Tampil kotak dialog Wizard Mode untuk menentukan mode instalasi.

< VeraCrypt Setup 1.24-Hotfix1 — X
Wizard Mode Ve
Select one of the modes. If you are not sure which to select, use the default mode. -/
(® Install

Select this option if you want to install VeraCrypt on this system.

() Extract

If you select this option, all files will be extracted from this package but nothing will be
installed on the system. Do not select it if you intend to encrypt the system partition or
system drive. Selecting this option can be useful, for example, if you want to run
VeraCrypt in so-called portable mode. VeraCrypt does not have to be installed on the
operating system under which it is run. After all files are extracted, you can directly run
the extracted file 'VeraCrypt.exe' (then VeraCrypt will run in portable mode).

Help <bok [ Next> ] | conce

» Secara default fterpilih Install yang digunakan untuk menginstalasi
VeraCrypt pada system ini. Sedangkan pilihan Extract untuk menggunakan
VeraCrypt dalam mode portable. Pilih Install dan klik Next >. RS R
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INSTALASI VERACRYPT ‘

» Tampil kotak dialog Setup Options untuk menentukan lokasi
instalasi program files dari VeraCrypt.

= VeraCrypt Setup 1.24-Hotfix1 — X
Setup Options \V e
Here you can set various options to control the installation process. ‘/

Please select or type the location where you want to install the VeraCrypt program files. If the
specified folder does not exist, it will be automatically created.

I C:\Program Files\VeraCrypt\ Browse...

Install for all users

Add VeraCrypt to Start menu

Add VeraCrypt icon to desktop

Associate the .hc file extension with VeraCrypt

Create System Restore point

Help < Back Install Cancel

» Secara default lokasi instalasi di C:\Program Files\ VeraCrypt\.
» Klik Install.
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INSTALASI VERACRYPT

®» Tunggu hingga proses instalasi selesai dilakukan dan menampilkan
kotak dialog yong menyo’rokcn bahwa \/eraCrypf ’relch berhasil
diinstalasi. s veacoptsetup 124-Hots =

Installing V'
Please wait while VeraCrypt is being installed. ‘/
Installing C:\Program Files\vVeraCrypt\docs\html\en\Volume Clones.html A

Installing C:\Program Files\VeraCrypt\docs'\html\en\Wear-Leveling.html
Installing C:\Program Flles\VeraCrypt\docs\html\en\WhlrlpooI html
Installing C:\Program—=
Adding registry entr| VeraCrypt Setup X
Adding registry entr
Adding registry entr
Adding registry entr;
Adding registry entr ” VeraCrypt has been successfully installed.
Installing VeraCrypt

Starting VeraCrypt ¢
Adding icon C:\Prog Crypt.ink

Adding icon C:\Prog CryptExpander.|
Adding icon C:\Progt I 0K Crypt Website.u
Adding icon C:\User

Installation completées v

Help < Back Next > Cancel

» Klik OK.
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INSTALASI VERACRYPT *
-

» Tampil kotak dialog yang menampilkan informasi agar
pengguna mempertimbangkan untuk memberikan donasi.

= VeraCrypt Setup 1.24-Hotfix1 - X
VeraCrypt has been successfully installed W
Please consider making a donation. You can dick Finish anytime to close the installer. v

Please consider making a donation.

YeraCrypt Installer

» K|ik Finish.

www.iputuhariyadi.net

Help < Back Finish Cancel
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INSTALASI VERACRYPT ‘

: : .
» Tamplil kotak dialog yang menanyakan apakah pengguna ingin
melihat futorial penggunaan VeraCrypt.

Setup 1.24-Hotfix1

-

VeraCrypt has been successfully installed \V
Please consider making a donation. You can dick Finish anytime to close the installer. v

VeraCrypt Setup

0 If you have never used VeraCrypt before, we recommend that you read

the chapter Beginner's Tutorial in the VeraCrypt User Guide. Do you
want to view the tutorial?

Help < Back Finish ‘ Cancel

®» Sebagai confoh, klik No. Instalasi VeraCrypt telah selesai™ ™
dilakukan.




™
KONFIGURASI VERACRYPT CONTAINER o

» Jalankan aplikasi VeraCrypt dengan cara klik dua kali pada
shortcut di Start Menu atau Deskiop Windows.

» Tampil aplikasi VeraCrypt. |[* ‘= i "

Volumes System Favorites Tools Settings Help Homepage

» K | i k Cr e qi. e V o I U m e i Drive  Volume Size Encryption Algorithm Type

A
| B:
w2

) G2
i H:
:jI:
) J:
e K
-] |:
M
s N2

[ Create Volume ] Volume Properties, ., Wipe Cache

Volume

\L | v Select File...

VeraCrypt 3 X
2 Never save history Volume Tools... Select Device...

Mount Auto-Mount Devices Dismount All ‘ Exit

www.iputuhariyadi.net
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KONFIGURASI VERACRYPT CONTAINER .
» Tampil kotak dialog VeraCrypt Volume Creation Wizard.

» Pilih “Create an encrypted file container’” untuk membuat disk
terenkripsi virtual di dalam file. Klik Next >.

“ VeraCrypt Volume Creation Wizard — >

VeraCrypt Volume Creation Wizard

(@) Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for inexperienced
users,

More information
o AR () Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external drive {e.q. a flash
drive). Optionally, creates a hidden vaolume.

() Encrypt the system partition or entire system drive

Encrypts the partitionfdrive where Windows is installed. Anyone who wants to
gain access and use the system, read and write files, etc., will need to enter

the correct password each time before Windows boots, Optionally, creates a
hidden system.

VeraCrypt

Maore information about system encryption

www.iputuhariyadi.net Help < Back Next > Cancel
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KONFIGURASI VERACRYPT CONTAINER |y

» Tampil kotak dialog Volume Type untuk menentukan jenis volume.

» Pilih Standard Veracrypt volume untuk membuat normal volume
yang tidak disembunyikan. Klik Next >.

“ VeraCrypt Volume Creation Wizard — >

Volume Type

’@ standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt volume.

i) Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the password to an
encrypted volume, There are many situations where you cannot refuse to
reveal the password (for example, due to extortion). Using a so-called hidden

volume allows you to solve such situations without revealing the password to

‘ ‘ your volume,

VeraCrypt

More information about hidden volumes

www.iputuhariyadi.net Help < Badk Mext = Cancel
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KONFIGURASI VERACRYPT CONTAINER |

» Tampil kotak dialog Volume Location untuk mengatur lokasi volume.

» K|k Select File ... dan arahkan ke lokasi direktori penyimpanan yang
diinginkan serta cantumkan nama file yang akan digunakan,
sebagai contoh C:\Users\| Putu Hariyadi\ Documents\ Container.

o % VeraCrypt Volume Creation Wizard - X
= Klik Next >.

Volume Location

[ C:\Users\I Putu Hariyadi\Documents\Container  + | Select File...

[ Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container), which can reside
on a hard disk, on a USB flash drive, etc. A VeraCrypt container is just like any
normal file (it can be, for example, moved or deleted as any normal file). Click 'Select
File' to choose a filename for the container and to select the location where you wish
the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it; the file will be
deleted and replaced with the newly created VeraCrypt container. You will be able to
encrypt existing files (later on) by moving them to the VeraCrypt container that you
are about to create now.

\C

VeraCrypt

www.iputuhariyadi.net Help < Back

Next > Cancel
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KONFIGURASI VERACRYPT CONTAINER uy

» Tampil kotak dialog Encryption Options untuk mengatur algoritma
enkripsi dan hash yang digunakan.

» Secara default terpilin AES pada pilihan Encryption Algorithm.
Sedangkan Hash Algorithm terpilih SHA-512.

o v VeraCrypt Volume Creation Wizard — X
» Klik Next >.

Encryption Options

Encryption Algorithm

AES v Test

FIPS-approved cipher (Rijndael, published in 1998) that may be used by U.S.
government departments and agencies to protect dassified information up to the
Top Secret level, 256-bit key, 128-bit block, 14 rounds (AES-256). Mode of
operation is XTS.

‘ [ More information on AES Benchmark
Hash Algorithm

VeraCrypt 4 .
ISHA-512 v ] Information on hash algorithms

www.iputuhariyadi.net Help < Back " Next > I Cancel




KONFIGURASI VERACRYPT CONTAINER ‘

» Tampil kotak dialog Volume Size untuk mengatur ukuran dari
volume, sebagai contoh 100 MB. Klik Next >.

www.iputuhariyadi.net

M VeraCrypt Volume Creation Wizard

\C

VeraCrypt

Volume Size

|100 IOKB Oe OT8B

Free space on drive C:\ is 1.01 GB

Please specify the size of the container you want to create,

If you create a dynamic (sparse-file) container, this parameter will specify its
maximum possible size.

Note that the minimum possible size of a FAT volume is 292 KB. The minimum possible

size of an exFAT volume is 424 KB. The minimum possible size of an NTFS volume is
3792 KB. The minimum possible size of an ReFS volume is 642 MB.

Help < Back li Cancel
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KONFIGURASI VERACRYPT CONTAINER -

» Tampil kotak dialog Volume Password untuk mengatur sandi dari
volume.

» Masukkan sandi pada inputan Password: dan Confirm:.
[ Klik Nexi. > M VeraCrypt Volume Creation Wizard - <

Volume Password

Password:| ®eeeesse l

conﬁrm:l ........ll ]

[Juse keyfiles
[Ipisplay password
[Juse piM

Keyfiles...

Itis very important that you choose a good password. You should avoid choosing
one that contains only a single word that can be found in a dictionary (or a
combination of 2, 3, or 4 such words). It should not contain any names or dates of
birth. It should not be easy to guess. A good password is a random combination of
upper and lower case letters, numbers, and special characters, suchas @ *=$* +
etc. We recommend choosing a password consisting of 20 or more characters (the
longer, the better). The maximum possible length is 128 characters.

\C

VeraCrypt

www.iputuhariyadi.net ' Help < Back I Next > I Cancel
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KONFIGURASI VERACRYPT CONTAINER

» Tampil kotak dialog yang memberikan peringatan terkait
sandi yang dimasukkan terlalu pendek.

» Sandi yang pendek akan dengan mudah di crack
menggunakan teknik brute force.

VeraCrypt Volurne Creation Wizard

WARMIMG: Short passwords are easy to crack using brute force
. techniques!

» Klik Yes untuk melanjutkan penggunaan sandi yang telah
dimasukkan.

www.iputuhariyadi.net
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KONFIGURASI VERACRYPT CONTAINER -

» Tampil kotak dialog Volume Format untuk mengatur jenis filesystem
yang digunakan dan randomness yang diambil dari pergerakan
mouse untuk meningkatkan kekuatan kriptografi dari kunci enkripsi.

» Sebagai confoh filesystem yang dipilih adalah NTFS.

M VeraCrypt Volume Creation Wizard - X

o Gergkkan  mouse  secara —
. . olume Forma
random di dalam kotak dialog |
° Filesystem Cluster Default EQUId{ Eormat
eraCrypt Volume Creation o _
izard sampai indikator S e
randomness berwarna hijauv.

Disarankan untuk
menggerakkan mouse selama \ ‘
30 detik. »

eraCrypt

IMPORTANT: Move your mouse as randomly as possible within this window. The
longer you move it, the better. This significantly increases the cryptographic strength
of the encryption keys. Then dick Format to create the volume.

Klik Format untuk membuat e

VOIum e . www.iputuhariyadi.net Help < Back I Format n Cancel
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KONFIGURASI VERACRYPT CONTAINER uy

» Taompil kotak dialog User Account Control yang menampilkan
pertanyaan ‘Do you want to allow this app to make changes to
your device?".

User Account Control pod

Do you want to allow this app to make
changes to your device?

Mo VeraCrypt

Verified publisher: IDRIX SARL
File onigin: Hard drive on this computer

Show more details

Yes Mo

» K|k Yes.
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KONFIGURASI VERACRYPT CONTAINER u

®» Tunggu hingga proses format selesai dilakukan dimana
ditandai dengan kemunculan kotak dialog yang
menginformasikan bahwa VeraCrypt volume telah berhasil

dibuat.

VeraCrypt Volume Creation Wizard X

“ The VeraCrypt volume has been successfully created.

-

» K|ik OK.

www.iputuhariyadi.net
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KONFIGURASI VERACRYPT CONTAINER | wly

» Tampil kotak dialog Volume Created yang menginformasikan
bahwa volume telah berhasil dibuat dan smp digunakan.

v VeraCrypt Volume Creation Wizard X

- Volume Created

<<<<<

The VeraCrypt volume has been created and is ready for use. If you wish to create
another VeraCrypt volume, dick Next. Otherwise, dick Exit.

............

\C

VeraCrypt

Help < Back Next > Exit

» K|ik Exit.
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UJICOBA MENGAKSES VERACRYPT
VOLUME (FILE CONTAINER})

» Mengakses kotak dialog dari aplikasi VeraCrypt. Pilih drive letter
sebagai lokasi pengaksesan (mount) dari VeraCrypt Container,
sebagai contoh drive N. - x

Volumes System Favorites Tools Settings Help Homepage

Drive Volume Size Encryption Algorithm Type ~ ‘
‘ | A ‘
‘ | B: ‘
i F:

) G
| | ==iH:

s I:

Create Volume Volume Properties, ., Wipe Cache
Vol
5 { | v Select File...
VeraCr :
i Never save history Volume Tools... Select Device...
1 T3 31 [ 1T
Mount Auto-Mount Devices Dismount All ‘ Exit
| | 1] ‘_
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UJICOBA MENGAKSES VERACRYPT
VOLUME (FILE CONTAINER) -

» Memilih file container yang telah dibuat sebelumnya yaitu yang
terdapat di “C:\Users\I Putu Hariyadi\Documents\ Container”
sehingga dapat diakses melalui drive letter N dengan memilih
Select File ... |x o - %

Volumes System Favorites Tools Settings Help Homepage

Drive  Volume Size Encryption Algorithm Type

A
w=)B:
| o
Gt

wiH:
) I
) J:
i K
) |2
M

Create Volume Volume Propearties. .. Wipe Cache

Volume

4 { | C:\Users\I Putu Hariyadi\Documents\Container v | " Select File... I

VeraCrypt

Never save history Volume Tools... Select Device...

) . . Mount Auto-Mount Devices Dismount All ‘ Exit
www.iputuhariyadi.net I || | | | |




UJICOBA MENGAKSES VERACRYPT

VOLUME (FILE CONTAINER}

» K|ik Mount maka akan tampll
kotak dialog Enter password
for C:\Users\I Putu

Hariyadi\Documents\ Contai

er .

Masukkan sandi dari file
container pada inputan
Password: dan klik OK.

www.iputuhariyadi.net

Volumes System Favorites Tools Settings

Help Homepage

Drive Volume

Size Encryption Algorithm Type

Password: | eesesese

PKCS-5PRF: | Autodetecti

m— ll|<

Keyfiles... Mount Options...
% : | C:\U;érs\l Putu Hariyadi\Documents\Container v Select File...
il Never save history Volume Tools... Select Device...
Mount Auto-Mount Devices Dismoun t All Exit




» Berikut adalah hasil akhir dari
pengaksesan volume
“C:\Users\I Putu

Hariyadi\ Documents\ Container”
yang telah berhasil di mount
bagai virtual disk N:.

Terlihat volume yang diakses
tersebut berjenis normal dan
menggunakan algoritma enkripsi
AES.

UJICOBA MENGAKSES VERACRYPT
VOLUME (FILE CONTAINER)

o VeraCrypt

Yolume

5

Systern  Favorites Tools  Settings  Help

o T
| 1;

=K

Drive
] A
| B
= lat
o 3
i H;

] K

Volume

Size  Encryption Algorithm Type

Create Volume Volume Properties... YWipe Cache
Volume
\ 7 | C:WUsers\ Putu Harivadi\Documents\Container e Select Fle...
VeraC )
rrrrrr Mever save history Yalume Toals. .. Select Device. ..
Dismown Auto-Mount Devices Dismount All Exit

www.iputuhariyadi.net
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MENGAKSES VIRTUAL DISK N: MELALUI
WINDOWS EXPLORER -

» Buka Windows Explorer. Pada kotak dialog yang terbuka lakukan
navigasi ke panel sebelah kiri dan pilih drive letter N:.

- | [V = | Drive Tools  Local Disk (N:) — o X

Home Share View Manage 0

= “ M am * This PC 3 Local Disk (M) w | ) Search Local Disk (M) 2

Py

B Desktop *  Name Date modified Type Size
|j_: Documents
; This folder is ernpty.

Downloads

J‘l Music

= Pictures

B videos

=, Local Disk (C:)

o Local Disk (E:)
I b o Local Disk (N2

» Terlinat isi dari drive N masih kosong. Selanjutnya dapat dilakukan
manajemen pada penyimpanan tersebut.
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UJICOBA PENYIMPANAN FILE PADA
VIRTUAL DISK N:

» Berikut adalah hasil penyimpanan 2 (dua) file dengan jenis teks
dan gambar pada virtual disk N:.

& H 0= Drive Tools  Local Disk (N:) — o bt

Home Share View hManage 9

= “ A am * ThisPC s+ Local Disk (M:) v Search Local Disk (M:) 2

I Desktop =
|ﬂ_: Documents

* Downloads

J‘! Music

| Pictures

B Vvideos

= Local Disk (C:)
= Local Disk (E:)

= Local Disk ()

» Ketika file disimpan pada virtual disk tersebut maka akan
dienkripsi secara on the fly.

www.iputuhariyadi.net



VOLUME (FILE CONTA

» Penutupan volume dilakukan
agar file-file di dalamnya fidak
dapat diakses.

» Tutup kotak dialog Windows
Explorer.

» | okukan pengaksesan kembali
kotak dialog dari aplikasi
VeraCrypt.

» Pjlin drive lefter N: dan klik
tombol Dismount untuk menutup
volume tersebut.

www.iputuhariyadi.net

UJICOBA MENUTUP VERACRYPT

NER)

“ VeraCrypt

VYolumes  Systern Favorites  Tools  Settings  Help

Drive  Volume Size  Encryption Algorithm Type 2

=¥
=1:E
o F:
et
i H;
o I

Volume Properties. .. Wipe Cache

s\4ers\ Putu Harivadi\Documents\Container w Select File...

Mever save history Volume Toals. .. Select Device...

Auto-Mount Devices Dismount All Exit
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MENGUBAH UKURAN VOLUME FILE CONTAINER Sl

» Jalankan aplikasi VeraCryptExpander melalui Start Menu
Windows.

» Tampil kotak dialog “User Account Conirol” yang
menampilkan pertanyaan “Do you want to allow this app to
ake changes to your device?”.

User Acoount Control ot

Do you want to allow this app to make
changes to your device?

MO VeraCrypt Expander

Verified publisher: IDRIX SARL
File origin: Hard drive on this computer

Show more details

» K“k YeS. Yes || No

www.iputuhariyadi.net
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MENGUBAH UKURAN VOLUME FILE CONTAINER |y
» Tampil aplikasi VeraCryptExpander.

v VeraCrypt Expander = X
About Homepage
:: VeraCrypt Expander ::

Expand a VeraCrypt volume on the fly without reformatting

All kind of volumes (container files, disks and partitions) formatted with NTFS are
supported. The only condition is that there must be enough free space on the host
drive or host device of the VeraCrypt volume.

Do not use this software to expand an outer volume containing a hidden volume,
because this destroys the hidden volume!

1. Select the VeraCrypt volume to be expanded
2. Click the 'Mount’ button

Volume
@ I v l [ Select File... ]
Select Device...

Mount Exit

» K|k Select File... untuk mengarahkan ke lokasi penyimpanan dari
file container yang akan diperbesar ukurannya yaitu C:\Users\I
Putu Hariyadi\ Documents\ Container.

www.iputuhariyadi.net
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MENGUBAH UKURAN VOLUME FILE CONTAINER "\l

» Berikut adalah hasil dari pengaturan Select File....

M VeraCrypt Expander - X
About Homepage
:: VeraCrypt Expander ::

Expand a VeraCrypt volume on the fly without reformatting

/All kind of volumes (container files, disks and partitions) formatted with NTFS are
supported. The only condition is that there must be enough free space on the host
drive or host device of the VeraCrypt volume.

Do not use this software to expand an outer volume containing a hidden volume,
because this destroys the hidden volume!

1. Select the VeraCrypt volume to be expanded
2. Click the 'Mount' button

Volume
@ I C:\Users\I Putu Hariyadi\Documents\Container] v I | Select File... I
Select Device...
Mount Exit

» K|k Mount untuk mengakses file container tersebut.

www.iputuhariyadi.net
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MENGUBAH UKURAN VOLUME FILE CONTAINER "\l

» Tampil kotak dialog yang menampilkan pertanyaan “Does the
volume contain a hidden volume?” yaitu menanyakan apakah
volume tersebut memuat volume yang disembunyikan.

VeraCrypt

Does the volume contain a hidden volume?

The volume contains a hidden volume

The volume does not contain a hidden volume

Cancel

» Pilih “The volume does not contain a hidden volume” karena
volume tidak memuat volume yang disembunyikan.

www.iputuhariyadi.net
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MENGUBAH UKURAN VOLUME FILE CONTAINER "l

» Tampil kotak dialog Enter password for C:\Users\| Putu
Hariyadi\Documents\ Container’.

¥ Veralnypt bxpande —
| )
| About Homepage
|| -z VeraCrypt Expander ::

Expand a VeraCrypt volume on the fly without reformatting

All f——=— - — —
supj Enter password for the normal/outer volume Lt
driwv
Passwor d: | sesssens | | || QK "
Do
bec PKCS-5 PRF: | Autodetection w TrueCrypt Mode Cancel
[Juse PIM
u Cache passwords and keyfiles in memory P
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@ | C:\Users\] Putu Harivadi\Documents\Container o Select File. ..
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‘ Mount Exit

» Masukkan sandi dari file confainer pada inputan Password: dan klik
OK.
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» K|k Continue.

/A

MENGUBAH UKURAN VOLUME FILE CONTAINER "1l

®» [unggu beberapa saat sampai tfampil kotak dialog dengan
inputan Enter new volume size yang dapat digunakan untuk
mengatur ukuran yang baru dari volume, sebagai contoh 200 MB.

VeraCrypt Expander

Volume:
File system:
Current size:

C:\Users\I Putu Hariyadi\Documents\Container
NTFS

100.00 MB

934.88 MB available on host drive

Enter new volume size

200 Ok Oss

Fill new space with random data
Quick Expand

O

Please specify the new size of the VeraCrypt volume (must be at least 64 KB
larger than the current size).

I Continue

Cancel

X
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» Tampil kotak dialog yang
menginstruksikan agar
menggerakkan mouse secara
random di dalom kotak dialog
VeraCrypt Expander sampai
mdikator randomness
berwarna  hijau. Hal ini
dilakukan untuk meningkatkan
kekuatan kriptografi dari kunci
enkripsi.

» K|k Continue.

/A

MENGUBAH UKURAN VOLUME FILE CONTAINER "Wl

VeraCrypt Expander

Volume: C:\Users\I Putu Hariyadi\Documents\Container
File system: NTFS
Current size:  100.00 MB
New size:  200.00 MB
Fill new space: Yes

Done | Speed ]' Left |

Random Pool: ,—/*%, /+, ,A=//.=*,+*%, .—=/*+,, /+,, [_|Display pool content
Randomness Collected From Mouse Movements

IMPORTANT: Move your mouse as randomly as possible within this window.
The longer you move it, the better. This significantly increases the
cryptographic strength of the encryption keys. Then click 'Continue’ to
expand the volume.

Continue I Cancel

www.iputuhariyadi.net




MENGUBAH UKURAN VOLUME FILE

Tunggu hingga muncul pesan “Finished.

CONTAINER "

» Tampil kotak dialog yang menampilkan proses perluasan volume.
Volume successfully
expanded” yang menondakon bahwa proses perluoscm volume

berhasil dilakukan. [vecoepnae

Volume: C:\Users\I Putu Hariyadi\Documents\Container
File system: NTFS
Current size:  100.00 MB
New size:  200.00 MB
Fill new space: Yes

Done|  100% Speed| 100 MB/s Left|

Randomness Collected From Mouse Movements

Os

RandomPool: -+, %, —=% . +/+4+++, , ==X, +. .54/, X, Display pool content

Writing re-encrypted primary header ...
Wiping old backup header ...

Mounting volume ..

Extendin gflesyt m.

Unmounting volume

[Finished. Volume suc cessfully expande d. |

Exit

Cancel

» K|k Exit untuk menutup kotak dialog VeraCrypt Expander.
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MENGUBAH UKURAN VOLUME FILE CONTAINER "Wl

» Pada kotak dialog VeraCrypt Expander yang tampil, klik Exit.

v VeraCrypt Expander — X
About Homepage
:: VeraCrypt Expander ::

Expand a VeraCrypt volume on the fly without reformatting

All kind of volumes (container files, disks and partitions) formatted with NTFS are
supported. The only condition is that there must be enough free space on the host
drive or host device of the VeraCrypt volume.

Do not use this software to expand an outer volume containing a hidden volume,
because this destroys the hidden volume!

1. Select the VeraCrypt volume to be expanded
2. Click the 'Mount' button

Volume
@ l C:\Users\I Putu Hariyadi\Documents\Container v | I Select File. .. I
Select Device...
Mount Exit
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ADA PERTANYAAN?<

Silakan mengirimkan melalui email di alamat:
admin@iputuhariyadi.net.

Semoga bermanfaat. Terimakasih.
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REFERENSI

» Situs VeraCrypt, hitps:.//www.veracrypt.fr
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